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1Phone Security

As you know, the Apple iPhone is known for it’s security features.

In this presentation, we’ll look at a few things you probably already know about, and a few that you probably
don’t.

In todays world, we just have to be as secure as possible. The iPhone gives us many options that, once set, don’t
inconvenience us in the slightest,




To keep up with the Apple Security Updates you should
set your iPhone up for Automatic Updates.

Automatic Updates

Download iOS Updates

Install iOS Updates

Automatically install software updates overnight after
they have been downloaded. You will receive a
notification before updates are installed. Your iPhone
must be charging and connected to Wi-Fi to
complete the update.

Go to Settings > General > Software Update.

Tap Automatic Updates, then turn on Download iOS
Updates.

Security Responses & System Files ()

Automatically install rapid security responses and
system files for iPhone and supported accessories.
You may need to restart your iPhone to complete the

installation. Some system files will always be installed
automatically, even if “Security Responses & System

Turn on Install iOS Updates. Your device automatically
updates to the latest version of iOS.

Some updates might need to be installed manually, and some users prefer to
install all updates manually.

< General Software Update

Automatic Updates On

i0S16.51
Apple Inc.
“ Preparing Update...

This update provides important security
fixes and is recommended for all users. It
also fixes an issue that prevents charging
with the Lightning to USB 3 Camera Adapter.

For information on the security content of
Apple software updates, please visit this
website:
https://support.apple.com/kb/HT201222



1Phone Security

iPhone is designed to protect your data and privacy. The following security features are probably some steps that you
may already be familiar with,

Setting a strong Passcode to unlock your iPhone is your first important step.

Using Face ID or Touch ID are probably also very familiar to you,

Lets take a look at setting up Passcode, Face ID and Touch ID.




To Set or Change a Passcode.

Go to Settings
Tap on Face ID & Passcode
Tap Turn Passcode On or Change Passcode

» To view your options, tap Passcode Options on the bottom of the screen.

The most secure options are Custom Alphanumeric Code or Custom Numeric Code,

Change Passcode Cancel

Enter your new passcode
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Passcode Options

Custom Alphanumeric Code
Custom Numeric Code

4-Digit Numeric Code

Cancel



Set up Face ID

» Go to Settings
» Tap on Face ID & Passcode then Set up Face ID 5‘\ @

» Now follow the instructions on the screen.
//,II,lll“\\\\

How to Set Up Face ID

First, position your face in the camera
frame. Then move your head in a circle
to show all the angles of your face.

Get Started



Set up Touch ID

Those of you with a Home Button on your iPhone, you can enable

Touch ID. = ' v

Cancel

Place Your Finger

Lift and rest your finger on the Home
button repeatedly.

» Go to Settings
» Tap on Touch ID & Passcode then enter your Passcode

» Tap Add a Fingerprint and follow the instructions on the screen




Now, some additional security options

Passkeys

Passkeys were introduced with iOS 16, and basically replace your Login and Password on selected web sites by allowing you
to sign in with Face ID, or Touch ID.

A Passkey is a cryptographic entity where one key is registered with the site your visiting, and the other key that remains
only on your devices, not visible to you. This is similar to a bank safe deposit box. The bank has one key and you have the
other. Without both keys, the items in your box remain untouchable, as does the data on your iPhone or iPad.

With Passkey you simply sign on to an enabled web site by Face ID, or Touch ID.

Passkeys do require the use of iCloud Keychain, so that must be turned on, as well as

Two Factor Authentication.




iCloud Keychain & Two Factor Authentication Setup

iCloud  Passwords & Keychain

Set Up iCloud Keychain

Settings>your name>iCloud>Tap Passwords and
Keychain>Turn On iCloud Keychain 0

iCloud Passwords & Keychain

Securely store your passwords, credit
cards, and more in iCloud. AutoFill your
information in Safari and other supported

<{ Apple ID Password & Security

web browsers on all your devices. Change Password
Learn more
Sync this iPhone O Sign in with Apple
SEt U p TWO FaCtor AUthentication- Your Apple ID can be used to sign in to apps

and websites.

Settings>your name>Passwords and
Security>Tap Turn On Two Factor
Authentication e oo Lo

TRUSTED PHONE NUMBER Edit

Two-Factor Authentication On



Set up Find My

This iPhone @

>

Play Sound
Off

Find My helps you find your phone if it’s lost or stolen
and prevents anyone else from activating or using :

your phone, if it’s missing. o

Notifications

aaaaaa

Set Up Find My

Devices 45 Notify When Left Behind on
Enabled for your Apple Watch

serysionone i
Settings>your name>Find My>Turn on Find My Phone. = & o

g Jerysipad 0 mi Mark As Lost

HM:mceP-r:lgv;Jerrws o Activate

i o -4 (2

Once the phone is found, you have several options. " =

Erase This Device



Use Safety Check to periodically review and update information

you share with people, apps, and devices. From Safety Check, e i
you can stop sharing your location with others in Find My, | | -
remove others access to shared content like Photos, Notes, and . .
. L. . _ Safety Check Manage Sharing
Calendar, reset system privacy permissions for apps, restrict Check kans Yol o Aascomoch e ool & Access
Messages and FaceTime to the device in your hand, and more. sl oo
Learn more... security. Any changes you make will be
To access Safety Check | e
—— Keep in mlpd that p.eople m'ay nopce if you
e it resepsessons) stop sharing your information with them.
Settings>Privacy & Security>Safety Check g o sl
Then simply follow the instructions on the screen. anage Sharing & Acces
O e ie o o
Important: In an emergency, you can also use Safety Check to quickly reset

access to your device and personal information. Go to Settings > Privacy &
Security > Safety Check, tap Emergency Reset, tap Start Emergency Reset, then
follow the onscreen instructions.



GPS Tracking

Some apps might not work unless you turn on
Location Services.

Settings>Privacy & Security>Location Services

Once there you can turn Location Services off or on.
If you don’t use GPS Tracking, turn it off for security.

Location Services

Location Alerts




GPS Tracking

< Back Calendar < Back Location Services
ALLOW LOCATION ACCESS Location Services ()
H Never
If you choose to use Location Location Alerts
S e I e k t h o ) Ask Next Time Or When | Share Location Services uses GPS, Bluetooth, and crowd-
d Wi-Fi h d cell | i
ervices, you may click on the > Whie Using the Aop , ki Lol o
Services & Privacy...

n eXt to a n A p p n a m e a n d Se | e Ct App explanation: "Your location is used for time to Location Services settings also apply to your Apple

leave alerts, to improve location searches, and to Watch.

suggest event locations.”

Share My Location

when you wish to share your
| O Cati O n . Precise Location This iPhone is being used for location sharing.

Allows apps to use your specific location. With this
setting off, apps can only determine your
approximate location.

®

=

App Clips

@ Allegiant While Using
AllTrails While Using
Amazon Alexa While Using
App Store Never



Secure and Encrypted Notes

If you use the Notes App, you can also secure s
those notes under a passphrase. The note is y

then encrypted and will require the passphrase
to be viewed.

Enter iPhone passcode for “Notes”

IMEI:352930671750307 e
i FE  @.

Open the Notes App and Press and Hold on the note you
want protected. A menu will appear on the screen, Tap
Lock Note then enter the code you want to unlock the nofe.

Pin Note

| SRV IRE)
The procedure. ‘ ‘ ‘
@ ® e

@

> I

Lock Note
Share Note

You may then use the same procedure to Unlock the nofte. Move

Delete

@ 0 &



Make Safari More Secure

Most of us with an iPhone browse the Internet using Apples Safari App.
While Apple does a good job of monitoring security, they also give us
many additional methods that we can use, if we so choose.

There are many security steps, all of which can be seen and explained
using this link, or simply search the Internet for iPhone Safari Security.

https://support.apple.com/guide/iphone/use-built-in-privacy-and-security-protections-iph6e7d349d1/ios

Here are just a few of the topics at this site

Prevent Cross-Site Tracking, Hide IP Address, Block All Cookies, Fraudulent Web Site Warning, etc



https://support.apple.com/guide/iphone/use-built-in-privacy-and-security-protections-iph6e7d349d1/ios

Disable Personalized Ad Tracking

< Back Apple Advertising

Apple has now allowed us to furn off personalized ads
on our iPhones. It won't stop all ads, but it will cerfainly
decrease them, and make them very insignificant,

APPLE-DELIVERED ADVERTISING

The Apple advertising platform does not track you. It is
designed to protect your privacy and does not follow you
across apps and websites owned by other com panies.
You have con trol over how Apple uses your information.

About Apple Advertising & Privac

View Ad Targeting Information

ormation is used by Apple to
persona lize your a d experience :

Personalized Ads ()

Turning off personalized ads will limit Apple's ability to
deliver relevant ads to you but will not reduce the
number of ads you receive.

Set up
» Go To>Settings>Privacy & Security>Apple Advertising

» Then furn off Personalized Ads




Mail Privacy Protection

Apple now allows you to use Mail Privacy Protection, < Mail Privacy Protection
making it harder for senders to learn about your
email activity. Mail Privacy Protection hides your IP _—
L, ) Protect Mail Activity ()

Address so senders can’t link to your other on-line

L. . . Mail Privacy Protection works by hiding your IP address
actl\/lty or determine your exact location. It also and loading remote content privately in the background,

even when you don't open the message. This makes it

prevents Senders from Seeing If you’ve Opened an harder for senders to follow your Mail activity. Learn

more..:

email they sent you.

Set Up

» Go To Settings>Mail>Privacy Protection

» Turn on Protect Mail Activity



Check passwords

It is so important to use passwords correctly. Don’t use the same < setings  Passwords +  Edit
password on multiple web sites, avoid using passwords such as Q Search U
Password, 123456, 654321, Your Birthday, Your Name, etc.

Password Options

| suggest you do the following.

Security Recommendations
L 204
Security risks found A

» Go To Settings>Passwords
» Check “Security Recommendations”

» If you have any weak passwords, this is where they will appear.



Install a VPN

A VPN (Virtual Private Network) routes all of your Internet activity through a secure,
encrypted connection, which prevents others from seeing what your doing online and

where you’re doing it from. Basically a VPN provides an extra layer of security and
privacy for all of your online activity.

Some people use VPN so that they can stream regional television from where they are.
Example: | know Canadians that winter in Arizona and use VPN to watch Canadian
news and sporting events. They do this by setting their location in Canada.

Many VPN services are available for varying costs. Research is essential.




Lockdown

Lockdown Mode is a very extreme protection that should only be
used if you believe you may be targeted by a highly sophisticated
cyber attack. Most people are never targeted by attacks of this

type.

When iPhone is in Lockdown Mode if will not function as it typically
does. Apps, Web Sifes and featfures will be strictly limited for security.

Available only with iIOS 16, iPad OS16, Mac OS Ventura.

Go To Settings>Privacy & Security>
Under Security Tap Lockdown Mode and Tap Turn On, then Restart Your Device.

Be Very Careful




This concludes my presentation.

Are there any questions?
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