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Can you relate?

T —

Software ]
Psychiatrigt

Sorry, but your password

must contain an uppercase
letter, a number, a haiku, a g
gang sign, a hieroglyph
and the blood of a
virgin.

i,

“Doc, | find myself perpetually screaming
and | have recurring nightmares. | keep
seeing those two words - INVALID LOGIN!”




Where are you now?

How do you manage your Passwords?
In a survey 130,000 Business Owners revealed:

lUse sticky Have 1 password Use spreadsheets Don't have a plan
notes for everything

admit to using use easy admit they
the same to guess have shared
passwords a password
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The FBI says

FBI recommends passphrases over
password complexity

Longer passwords, even consisting of simpler words or constructs, are
better than short passwords with special characters.

The idea behind the FBl's advice is that a longer password, even if relying
on simpler words and no special characters, will take longer to crack and
require more computational resources.

Even if hackers steal your encrypted password from a hacked company,
they won't have the computing power and time needed to crack the
password.



What’s the risk?

 And remember: it’s not humans who are doing the
guessing. It’s computers. An ordinary desktop
computer can test over a hundred million passwords
per second — and this number climbs to billions of
passwords per second if the computer is using GPU-

based cracking tools. Password length and complexity
are essential.




Tips ( from ‘wired’)

Take a line from favorite song, first letter of each
word, #s from friends bday and symbols you like

Go long—12-15 letters

Separate your symbols and don’t use at beginning or
end

Single use only
Don’t keep them in text files

Don’t trust your browser
Add 2fa




Other Qualities of Good Passwords

Tips for strong passwords:

+ at least eight characters or more
« contain a mix of four different types of characters: upperflower
case letters, numbers and special characters like */"&

* if you only have one special character in your password don't make

it the first or last character in your password i.e. aGdQIO1 @

» your password shouldn’'t be a name or word in any language in the
dictionary

» your password should not include any part of your name, address
or date of birth

» you can keep a hint of your password but don't include any related

services or websites linked to it
» use a different password for every service or website,




Criteria for PW Mgr

Ability to import/export pws to other pw mgrs
Can analyze your pw’s and generate strong ones
Can autofill and auto-login

— Integrates with the browser and captures the user name and password when you log in
— Best ones also capture when you change them and offer to update the stored PW
— Automatically fill the saved data and show if have more than one set of credentials

Can do 2 factor authentication (2FA)—pin, fingerprint, etc.
Protects other data (credit cards, bank accounts, other personal data)

Can share passwords (especially for legacy)




Where to start y .

Check your passwords for strength

Use a pw generator for important sites

Use different passwords for all important sites
Back up your passwords

Use 2FA

Try free versions (Last Pass, Avast)

Buy cheap (Roboform)

Install and synch on all your devices



Long Password Generator

Correct Horse Battery Staple

Secure password generator to help keep you safer online

Length:
Sugar-Mark-5it-Red-Congratulation-2 35

Min words 4 v

Min Length 20 v (including the separator)
Separator - (Multiple values will be used randomly, try *&~%$#! )
v Make First Letter Uppercase

¥ Append random number to the end (0 - 9)

Save these options.”

https://correcthorsebatterystaple.net/




Which sites should have strong
passwords?

* Your email

 Anywhere you spend money
— Banks

— Amazon, ebay
— Investments

* Social media (FB, Twitter, Instagram)



Google chrome settings

C & Chrome | chrome://settings * N &e6 O \

! Apps @ Yahoo M Gmail 9 Wels [uw] UsoC [ MyFe ) HDSzoom {§ Back Office @ GoodVibel i@ GVU @ CCwp edit » Other bookmarks

Settings Q, pearch settings

= You and Google

- - You and Google

B  Autofill

Sync is paused
& Appearance carolhdandyou@gmail.com
Q. Search engine Sync and Google services b
Sign in again to resume sync

BN  Default browser

0 On startup Chrome name and picture ¥
Aancad = Impert bookmarks and settings 3
Extensions A

About Chrome

O+ Passwords »

B  Payment methods »

Q@  Addresses and more b




Google/Chrome Password Manager

< C @ Chrome | chrome://settings/passwords * 8 &6 @ & opaused (¢ ]

#: Apps @ Yahoo M Gmail B wels [uw] usoC [ MyFB ) HDSzoom () BackOffice @ GoodVibell #8F GVU @ CCwp edit » Other bookmarks

Settings Q, Search settings

: You and Google
- E View and manage saved passwords \p your Google Account
B  Autofil
@  Appearance Saved Passwords 2
Q,  Searchengine -

Website Username Password
B  Default browser

@ .itment.2020census.gov 4442464 Pookieismydog2! 5] :
() Onstartup

@ itment.2020census.gov calling2carol tersnsnsssnanee o :
Advanced -

@ .itment.2020census.gov calling2carol@gmail.com serscnrsssssnsesns (B :
Extensions (A

4 amazon.com callZcarol@pachell.net tessans L O] :
About Chrome

8 amazon.com calling2carol@gmail.com tersane L0 :

@ americanexpress.com  call2carol sessanes ® :



Google Account P

¢ Password Checkup

***

Check the security of passwords you've saved to your

Google Account. Leam if they were compromised, see

how strong they are and if you've used any more than
once. Learn more

To get started, you'll need to verify it's you.

Check passwords



Google Password Manager

’

n***|

v -

Welcome to your Password Manager

Easily view and manage passwords you've saved in Chrome or Android. Run a
Password Checkup to strengthen your security. Your passwords are securely
stored in your Google Account and available to you across all your devices.

Get started




How Chrome saves passwords

How Chrome saves and syncs passwords

How Chrome saves your passwords depends on whether you want to store and use them
across devices. When synced, passwords can be used on Chrome on all your devices, and
across some apps on your Android devices.

When sync is turned on for passwords in Chrome, your passwords are saved to your Google
Account.

Otherwise, your passwords are only stored on Chrome on your computer.



Check Your Passwords

Password Manager

20 sites and apps Q, Search passwords

@7 gaa.com

m actblue.com

ﬂ aetna.com

a amazon.com



Check and see your passwords

Soogle Account

< [E] aetna.com

& www.astna .com

callZcarol |E|
Google Account c
¢ [E] aetna.com
& www.aetna.com
call2carol |_|:|
2Pookie2 @ 0




Google Account
Password Manager

See, change, or remove passwords you saved in your Google Account. Learn more

Password Checkup

Check your saved passwords to strengthen your security.

Check passwords

20 sites and apps Q, Search passwords



Google Account

¢ Password Checkup

* %%

We analyzed your saved passwords and found the
following issues

o No compromised passwords v

19 reused passwords
Create unique passwords

25 accounts using a weak password
Create strong passwords



Long Password Generator

Correct Horse Battery Staple

Secure password generator to help keep you safer online

Length:
Sugar-Mark-5it-Red-Congratulation-2 35

Min words 4 v

Min Length 20 v (including the separator)
Separator - (Multiple values will be used randomly, try *&~%$#! )
v Make First Letter Uppercase

¥ Append random number to the end (0 - 9)

Save these options.”

https://correcthorsebatterystaple.net/




Google Account P

¢ Password Checkup

o No compromised passwords v

19 reused passwords A

Create unique passwords

To best protect yourself, use a unigue password on each site or app. If someone gets your reused
password, they can use it to sign into your other accounts, as well.

The same password is used on 11 sites and apps

Change password

. Tunity : Hear any muted TV 0
calling2carol@gmail.com

Wl;h - Shopping Made Fun @
calling2carol@gmail.com

Change password

broward.org
calling2carol@gmail.com

@ Change password

o]



Google Account I

< Password Checkup

0 MNo compromised passwords v

'0' 19 reused passwords A

Create unique passwords

To best protect yourself, use a unique password on each site or app. If someone gets your reused
password, they can use it to sign into your other accounts, as well.

The same password is used on 11 sites and apps

. Turjlty :Hear any muted TV 0  Change password _
calling2carol@gmail.com View password
Update saved password

Wish - Shopping Made Fun

. PAing . @ Change password Delete password
calling2carol@gmail.com

“Q brﬂ.ward.crg _ @ Change password :

~=  calling2carol@gmail.com



Open your Tunity : Hear any muted TV app
and change your password there. Once you're

done, you can update it in your Google
Account.




Google Account

< Password Checkup

19 reused passwords
Create unique passwords

25 accounts using a weak password

Create strong passwords

passwords: re security tips.

) F]
El

k passwords are easy for other people or computers to guess. Make sure you are usin

aetna.com

Change password

aetna.com
CallZcarol

amazon.com

calling2carol@gmail.com
( Update results

arise.com

@

@

Change password

Change password

Chanoe nassward



Sign in Again at Site

'a'etnam Contactus ~ Espanol  Search @ Explore Aetnasites v

Shop for a plan Member Support

You don't join us,
we join you




LastPass..q HowltWorks Pricing Personal v Business v Login

Simplify your online life.

LastPass remembers all your passwords across every device for free!

Get LastPass Free

Upgrade to Premium for Just $3/Month 3

facebook amazon

b

Password Shipping Address MNew Password

AR RN R]] (R TRL AR RN Y]

17 Main 5t. New York, NY 10044

Lﬂpﬂs&"'l Lﬁlnﬂsstnl L) A LaStFESSHﬂ f;_:'
PASSWORDS FORM FILLS GENERATE PASSWORD
dddx1g'Rb*li 0O<
Facebook - My M d
y Mastercar . = = =
I . R SHOW HISTORY
FORM FILLS vard length Uppercase
My Billing Address
@ 4 ¥ 15 -. Lowercase
Corporate Visa
I P i « Expire Easytosay O Murmbers Q
Easy toread © symbols é)
g @ All characters 8
@ My Billing Address



LastPass

- .
m LastPass Installer =

e Chrome .' Firefox
SELECTED

SELECTED

e Internet Explorer Opera
SELECTED
Edge Desktop Application
Let's Go!

select which browsers you would like to
install LastPass on and proceed to next step.

INSTALL

ADVANCED




t m LasztPass

Secure Your Passwords

LastPass found the following passwords stored insecurely on your
computer. Importing these passwords into your LastPass vault helps
secure them. Once they have been safely imported into LastPass, we'll
delete them from your computer. Remember: they will always be
available in your LastPass vault!

Source Website Username Password

i & Chrome en-gb.facebook... call2carol@pachellinet
@ Chrome accounts.google.. carolhdandyou@gmai..
@Chrﬂme hollandamerica.... cathy@arboreden.com ™
& Chrome timetrade.com carcl@hdandyou.com T

| & Chrome emilylevy.com carolfreedman i

| @ Chrome wowclub.com call2carol@pachell.net
@-‘Chrume weowclass.com carolfreedman RS

i @Chrume wpfood2.com adminstudent S

i & Chrome blinkinc.com callZcarol@pachell.net

[[] Reveal Passwords

1 “ ‘ No Thanks

==




n LastPass

Secure Your Passwords

LastPass found the following passwords stored insecurely on your

computer. Importing these passwords into your LastPass vault helps
secure them. Once they have been safely imported into LastPass, we'll
delete them from your computer. Remember: they will always be
available in your LastPass vault!

Source Website Username Password %
& Chrome en-gh.facebook.. callZcarcl@pacbellnet  fbsucks

@ Chrome accounts.google..  carolhdandyou@gmai.,  LuvHDAS

@ Chrome hollandamerica.... cathy@arboreden.com  1c

& Chrome timetrade.com carcl@hdandyou.com -

@Chrm‘ne emilylevy.com carclfreedman

@ Chrome wewclub.com callZcarol@pachell.net

@Chrnme wowclass.com carolfreedman

& Chrome wpfood2.com adminstudent B\ %

& Chrome blinkinc.com callZcarol@pachell.net  crflle

Reveal Passwords

3 o=

oo




& Passwords

LastPasss««I O search my vault Upgrade

Passwords

(none) (65) »

Business (10) &

Email (12) »

Entertainment (2) &

Finance (9) »

News/Reference (1) »

Productivity Tools (6) »

Shopping (12) »

Social (3) »

Telecom (2) &

¥

Q —— E Sort By: Folder(a-z) «

(9

calling2carol@g ..

Premium Trial User



& Passwords

LastPass:««| ' Q search myvault Upgrade

Passwords v Q H- E Sort By: Folder (a-z) =

(none) (65) »

Business (10) ¥

[—l _ ]acqmelawson com Last used
- calling2carol@gmail.c.. Never

_——G~L~— d

M) UNITED STATES reg. usps com Last used
= POSTAL SERVICE USPS4Carol2 Mever

g [=)Scpicre Rt el

VioEXITelarolmm all.C.

|m

squareup.com (2) Last used
D E Squcre socksbycarold C Mever

bycarol@gmail.c...

— = sso.godaddy.com  Lastused
[“l v f callcarol@attractingby. . Never

= sso.godaddy.com (2) Last used
[j Ef 10003965 Mever

El @ ups.com Ry

m

0 calllng2caml@g

— vistaprint.com Last used
D Vlstaprmt. callZcarol@pacbellner  Mever

-



LastPass««s! Q search my vault Upgrade n el e

Passwords 1 items selected  Actions = Sort By: Folder (a-z) +
Passwords (none) (65) » i Q EE E A
EE

Delete
Business (10) ¥ Share

Clone

jac ed
Go to URL

o P

|:] E Square %S{.U?IEUP Cl:tt:!l'l r_\ls-;\jeh.rss;

VXX TaCarol GIET ail.c._.

O [s)Square FIron@ e

socksbycarol@gmail.c...

. .
. s
U @ ups.com NEVE:
O VBB ithaassiive Nt
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Apps

4 B reg.usps.com/entreg/LoginfAction_input

o % 5o G

® Yahoo M Gmail 29 Wells [uw] usoC I MyFE () IHDSzoom @ BackOffice @ GoodVibel #8 GVU @ CCwp edit

@ Back @ Englizh - O Customer Sence 0 USPS Mobile

¥

p<dUSPSCOM

Sign In To Your Account

Already have an account?

New to USPS.com?

Enter Your Username and Password @

print shipping labels.
request a Package Pickup.
buy stamps and shop.

manage PO boxes.

- indicates a required field Create a USPS.com Account to...
L ]
® Usarname
[ ]
USPS4Carol2 - =
[ ]
* Password

print custom forms online.
file domestic claims.

set a preferred language.

Sign Up Now

Forgot your username? @
Forgot your password? @



Edit password

URL:

https://reg.usps.com/entreg/ Registration&ctiﬂn_input|

Name: Folder:

reg.usps.com Business

Username: 0 Site password:

USPS4Carol?2 IEILIIY

MNotes:

» Advanced Settings:

Y| &| @)



A Mot secure | lastpass.sjvio/c/221109/527625/86927subld] =tomsguide-custom-tracking P K

Yahoo M Gmail M Wels [u] uscC [ MyFE ) IHDSzoom [ BackOffice @ GoodVibel 8 GVU @ CCwp edi

Your connection is not private

Attackers might be trying to steal your information from www.lastpass.sjv.io (for
example, passwords, messages, or credit cards). Learn more

MNET:ERR_CERT_COMMOMN_MNAME_INVALID

[] Help improve Chrome security by sending URLs of some pages you visit, limited system

information, and some page content to Google. Privacy policy




LastPass Passwords Export

Kecentuy usea
Security Challenge Tools
Identities (All) » | Preferences
Open Favorites Help...
About... '
O Logoff:
Advanced Tools & Site Search Alt+W
Import From » | Recheck Page Alt+l
Print » | Refresh Sites
Clear Local Cache
Add Site
Check For Updates
Save All Entered Data
Add Secure Note My Account
Other Sessions _
LastPass CSV i
' Internet Explorer
https://askleo.com/how-do-i-back-up- LastPass Encrypted File
lastpass/ Wi-Fi Passwords
Form Fill Profiles




PASSWORD MANAGERS COMPARED

PRICE

PLATFORMS

FREE-VERSION
LIMITATIONS

TWO-FACTOR
AUTHENTICATION

FORM FILLING

DESKTOP
BROWSER
PLUGINS

MOBILE APP
PIN UNLOCK

FINGERPRINT
LOGIN

/}.'l_ashiane

$40/YEAR

WINDOWS,
MAL, i0%,
ANDROID,
watchOSs

SINGLE
DEVICE

YES

YES

CHROME, IE,
FIREFOX,
SAFAR]

YES

YES

LastPass

$12/YEAR

WINDOWS,
MAL, i08,
ANDROID,
watehOs,

LINUX

HO PASSWORD
SHARING,
LIMITED 2FA

YES

YES

CHROME, IE,
IREFOX, EDGE
SAFAR|, OPERA

YES

YES

=

; L,
@ lIEEFE!' 1Passwrd Etmlfyl . Gt
KeePass @ Ord| ‘% Password| Trye Key
$30/YEAR,
FREE $30/vEAR  sag/vear | ROIVERR.  s20/vEAR
| WINDOWS,
WINDOWS,
A ooe  MACI0S  wINDOWs,  ucelh WINDOWS,
ANDROID, | ANDROID, — MAC,I0S, | g ackpeppy,  RAG 105,
Linuy  HINUK, KINDLE,  ANDROID KINDLE, = AMDROID
BLACKBERRY
NOKIA X
SINGLE LIMITED TO
N/A SNGLE  MOBILE SINGLE iz soReD
DEVICE CREDENTIALS
YES YES NO YES YES
NO NO YES YES NO
CHROME,IE, CHROME,IE,  CHROME, IE,
MONE FIREFOX, FIREFOX, FIREFOX, c';fﬁ’;gf-
SAFARI SAFARI | SAFAR|, OPERA
DEPENDS
DEPENDS ios, ios, i0s, VES
ON VERSION ~ ANDROID ~ ANDROID  ANDROID



C B avast.com/en-us/passwords#pc w &8 & ':hﬂ

B VYahoo M Gmail Wells E ueoc g MyFB a IHDS zoom J Back Office @ GoodVibell 3 VU @ CCwp edit
For business  For partners Aboutus Blogs ~ O 'HT: United States (

Performance ~  Family ~ Support  Sh

Avast Passwords for Windows

All your passwords. All your credit card numbers. Always with you. Simplify your online lifg
free password manager.

FREE DOWNLOAD
with Free Antivirus

Also on Android, iPhone, Mac

our Cookie Policy. By clicking




RoboForm

@ RObOForm Features Personal For Business Support Download Log In

A special offer from Tech Radar. Save 30% on RoboForm Everywhere!

RoboForm
Everywhere

Get syncing across all devices,
secure sharing,
premium support,

and more.

Get This Deal!



What did you learn?

Ways someone can get my e My first steps should be
password — Buy a password manager

— Thru a virus — Change all my passwords

— Phishing — Check my passwords

— Hacking my network or email e Pws are most impt for

— Watching my signon — Places you spend /use money
I’'m safe because — Your email

— | have antivirus protection — Your social media

— | never click bad links .

Most password mgrs

— Work on all OSs

— Work on unlimited devices
— Are free

— Synch themselves

— Will generate pws

— | use letters, numbers and
symbols

Best passwords are
— Long-at least 12 characters
— Random phrases | can remember
— Just what the site asks for
— Same for key sites



