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Can you relate?



Where are you now?





How do 
they 
get 
info?



The FBI says



What’s the risk?

• And remember: it’s not humans who are doing the 
guessing. It’s computers. An ordinary desktop 
computer can test over a hundred million passwords 
per second — and this number climbs to billions of 
passwords per second if the computer is using GPU-passwords per second if the computer is using GPU-
based cracking tools. Password length and complexity 
are essential. 



Tips ( from ‘wired’)

• Take a line from favorite song, first letter of each 

word, #s from friends bday and symbols you like

• Go long—12-15 letters

• Separate your symbols and don’t use at beginning or • Separate your symbols and don’t use at beginning or 

end

• Single use only

• Don’t keep them in text files

• Don’t trust your browser

• Add 2fa



Other Qualities of Good Passwords



Criteria for PW Mgr

• Ability to import/export pws to other pw mgrs

• Can analyze your pw’s and generate strong ones

• Can autofill and auto-login
– Integrates with the browser and captures the user name and password when you log in

– Best ones also capture when you change them and offer to update the stored PW

– Automatically fill the saved data and show if have more than one set of credentials

• Can do 2 factor authentication (2FA)—pin, fingerprint, etc.

• Protects other data (credit cards, bank accounts, other personal data)

• Can share passwords (especially for legacy)



Where to start

• Check your passwords for strength

• Use a pw generator for important sites

• Use different passwords for all important sites

• Back up your passwords

• Use 2FA

• Try free versions (Last Pass, Avast)

• Buy cheap (Roboform)

• Install and synch on all your devices



Long Password Generator

https://correcthorsebatterystaple.net/



Which sites should have strong 

passwords?

• Your email

• Anywhere you spend money

– Banks– Banks

– Amazon, ebay

– Investments

• Social media (FB, Twitter, Instagram)



Google chrome settings



Google/Chrome Password Manager





Google Password Manager



How Chrome saves passwords



Check Your Passwords



Check and see your passwords



Google Password check





Long Password Generator

https://correcthorsebatterystaple.net/











Sign in Again at Site





LastPass



















LastPass Passwords Export

https://askleo.com/how-do-i-back-up-

lastpass/







RoboForm



What did you learn?

• Ways someone can get my 
password
– Thru a virus

– Phishing

– Hacking my network or email

– Watching my signon

• I’m safe because

• My first steps should be
– Buy a password manager

– Change all my passwords

– Check my passwords

• Pws are most impt for
– Places you spend /use money

– Your email• I’m safe because
– I have antivirus protection

– I never click bad links

– I use letters, numbers and 
symbols

• Best passwords are
– Long-at least 12 characters

– Random phrases I can remember

– Just what the site asks for

– Same for key sites

– Your email

– Your social media

• Most password mgrs 
– Work on all OSs

– Work on unlimited devices

– Are free

– Synch themselves

– Will generate pws


